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» Un'occhiata all'object model
* Security in Blazor Server
 Cosa cambia su Blazor Wasm
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| tool a disposizione in Blazor

AuthorizeView

Welcome @context.User.Identity.Name!

Boooh! You are anonymous!
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| tool a disposizione in Blazor

AuthorizeAttribute
. "/counter"

[Authorize]

AuthorizeRouteView

="% (Program) .Assembly"
="routeData"
="BrouteData" =0 (MainLayout)"

I'm sorry but you may not see this page
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| tool a disposizione in Blazor

AuthenticationStateProvider

AuthenticationStateProvider
> GetAuthenticationStateAsync();

AuthenticationStateChanged;

AuthenticationState

User {
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In Blazor Server...

b
SignalR HTML

.
AuthCookie

@ Blazor
.NET Core

ComponentHub
CircuitHost

ServerAuthentication
StateProvider

SetAuthenticationState
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Provider supportati:

* ASPNET Core Identity (quindi anche social providers)

* Azure Active Directory
* Azure Active Directory B2C (+ social providers)
* In pratica qualsiasi provider funzioni con ASPNET Core
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Blazor Server — Individual Accounts



Un‘alternativa e usare Azure AD B2C

ate a new Blazor app

@ Blazor Server App Authentication

A project template for creating a Blazor server app that runs server-side inside an ASP.NET Core app and handles user ez wtication
interactions over a SignalR connection. This template can be used for web apps with rich dynamic user interfaces (Uls).

@ Blazor WebAssembly App

A project template for creating a Blazor app that runs on WebAssembly. This template can be used for web apps with
rich dynamic user interfaces (Uls). Advanced

¥| Configure for HTTPS

Enable Docker Support

(Requires
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Un‘alternativa e usare Azure AD B2C

X

Change Authentication

Connect to an existing user store in the cdloud e

Select this option t n existing Azure AD B2C applicati

(O No Authentication

@ Individual User Accounts Domain Name

| BlazorB2C.onmicrosoft.com |

(O Work or School Accounts
Application ID

() Windows Authentication | 66e7am |

Callback Path

| /signin-oidc |

Reply URI: https://localhost:44381/signin-oidc  £opY

Sign-up or Sign-in Policy

| B2C_1_signupin |

Reset Password Policy

| B2C_1_rese1| |
Edit Profile Policy
B2C_1_profile
Learn more about third-party open source authentication options OK | | Cancel

aspitalia.com




Demo

O] x

blazor

Conference 2020

Blazor Server — Azure AD B2C



Passiamo a Blazor Wasm

p
@Blazor L HTML

Supporto per

DOM . .
* Azure Active Directory
.NET Core

4 OpenlID Connect N e Azure AD B2C
client Q * In generale, ogni provider che
o

ID Token

WebAssembly
implementi OpenlD Connect e

@ ldentity Server OAuth
RemoteAuthenticationService =S

AP fec st s e ol sl AuthorizeView e AuthorizeRouteView
IRemoteAluthenticationservice BRIIRIl0]V]s
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Workflow di autenticazione

RemoteAuthenticatorView

"/authentication/{action}" Actions:
@ Microsoft.AspNetCore.Components.WebAssembly.Aut

* Login
="BAction" * Profile
* Register
[ Action { . LOgOUt
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Autenticazione con Blazor Wasm & IdentityServer



Chiamiamo una API

https://...

/

DOM
od Ohuth Web AP!
. << >
client

WebAssembly

RemoteAuthenticationService

. .
. . 0
. .

s\y Blazor

AccessToken

AuthenticationStateProvider

IRemoteAuthenticationService
IAccessTokenProvider RequestAccessToken
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Chiamare una Web APl con OAuth e BlazorWasm
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Slide e materiale su
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